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Project 2 Report
Youtube Video summary: The video provides an explanation of how to use OpenSSL
for encryption and decryption in a Linux system. The tutorial covers various aspects, such as
symmetric encryption, creating public and private keys, sharing public keys, encrypting and
decrypting messages, and signing and verifying signatures. It also emphasizes the significance of
encrypting the private key for security purposes. OpenSSL is an excellent tool that assists with
encryption functions in Linux systems. You can check the OpenSSL version and view available
ciphers. Using OpenSSL to encrypt and decrypt messages is straightforward. OpenSSL enables
you to specify keys for encryption/decryption in Excel decimal format. It can also manage
symmetric encryption and RSA encryption with public and private keys. You can generate RSA
public and private keys using OpenSSL and perform operations with the key files. To generate
and share public and private keys for encryption, exponentiate the two primes and the public.
Then use OpenSSL RSA to create public and private keys. Finally, share public keys between
users by linking files in folders. The encryption process involves using the recipient's public key
to encrypt the message, while the decryption process requires the recipient's private key to
decrypt the encrypted message. OpenSSL RSA utility enables you to encrypt and decrypt
messages using private keys. You can also sign and verify signatures in files with OpenSSL. Use
the public key to verify signatures created with the private key. It is essential to encrypt private
keys using methods like SSL for security. Encrypting private keys enhances security when
accessing them for operations like signing.

Task 1





Task 2
Make a speed test on your PC-platform with the speed command





● Compare the results for symmetric encryption

Task 3
i. Encryption and Decryption with AES-256-CTR mode



ii. Encryption with DES algorithm

iii. Encryption and Decryption with AES-128-CBC mode algorithm:
Ron Gassner: On this project, we were asked to practice the usage of OpenSSL in the command
line for basis functions. We watched two YouTube videos by two people working on two
different operating systems. The first seems to be working on MacOS, and the second on Linux.
The two videos provided guidance and instructions on how to create the messages, encrypt them,
and decrypt them.
I decided to use AES-128-CBC for the encryption, and the password was passed as suggested in
the video. My message was: “This is a message for Lucas Yao; I hope you will be able to decrypt
it! If you are able to read this, text me!



Lucas Yao: After receiving Ron Gassner’s encrypted file through email, I saved it in the
directory folder named Lucas.



Lucas Yao: I used a terminal tool on my computer to locate the file and decrypted it with the
encryption algorithm(AES-128-CBC) and the password when he created the encrypted file
named enc.

Task 4
Using RSA with size 2048-bit and public key and private key to encrypt
and decrypt the message.

Lucas Yao: I generated the RSA keypair called keypairL.pem file that contains private and public
keys;
Then, I extracted the public key to a file called public.pem from the keypair and sent it to Ron so
he can use it to encrypt his message.
Here is the public key:



Ron Gassner: After receiving Lucas’s public key, I used it to encrypt the Message2.txt file that
contains the words: Lucas, I happy you were able to decrypt Messege2.txt and texted me. If you
decrypt this one, call me!
I generated the encrypted file called enc2

Lucas Yao: After receiving Ron Gassner’s encrypted file enc2, I used my keypairL.pem to
decrypt his message and save it as dec2 file in my directory.

Here is his decrypted message:


