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Project 3 Report

In this report, we detail the secure communication process between Lucas (Bob)
and Ron (Alice) utilizing the certificate method. Both entities generated a pair of keys,
including public and private keys, for their encryption and decryption operations.
Additionally, both Lucas and Ron also created a pair of keys specifically for the
Certificate Authority (CA) to facilitate the secure exchange of certificates.

The communication process involved Ron (Alice) encrypting a message using his
private key and Lucas (Bob) decrypting the message using Ron's (Alice's) public key,
ensuring confidentiality and integrity during transmission. Furthermore, the use of
certificates issued by the CA added an extra layer of trust and authentication, allowing
Lucas and Ron to verify each other's identities securely.

Overall, the implementation of the certificate method facilitated a robust and secure
communication channel between Lucas (Bob) and Ron (Alice), ensuring that sensitive
information exchanged between them remained protected from unauthorized access or
tampering.

Ron Gassner(Alice):

● Step1. a - I generated my private key using the RSA algorithm.

● Step 1. b - From the private key I generated the public key that match it.



● I repeated the same process and generated the two keys for the CA.

● I tried the “Aside:” note, trying to see if I can see Alice’s (my keys) and the CA’s
keys in plain text and it worked!











● Step 1. c - I generated a certificate signing request.

● I tried the :”Aside:” note again and generated a self-sign certificate for the CA.
● After I tried to see the certificate as text.





● Step 1. d - As my own CA, I generated and signed a certificate for Alice (who is
also me)

● The certificate will be valid for 500 days, and I used the sha256 algorithm to hash
it.

● Step 2. a - I verified Bob’s (Lucas’s) public certificate

● Step 2. b - I extracted Bob’s (Lucase’s) public key.



● Step 2. c - I tried to encrypt the text file ABOstory.text using Bob’s (Lucas’s)
public key, but it did not work.

● Step 3. a - So, I generated a symmetric key.

● Step 3. b - I encrypted symkey.pem using Bob’s (Lucas’s) public key.

● Step 3. c - Then, I hashed symkey.pem and encrypted it using my own (Alice’s)
private key.



● Eventually, after Bob (Lucas) was able to decrypt symkey.enc using his private
key, and verified my identity with the certificate he extracted my (Alice’s) public
key. I was able to encrypt the ABOstory.text using the symmetric key and send it to Bob
(Lucas) so he can encrypt it.

Lucas(Bob):

● Step 1. a - I generated my private key.
● For the private key, I used the RSA algorithm, set opt to value, set the size of the

key to 2048 bits, and set the public exponent e to 3. It outputs the file
privkey-B.pem.

● Step 1. b - then, I generated a public key from privkey-B.pem, and output a public
key as pubkey-B.pem.

● I viewed the keys in plain text.



●

●



●
● Then, I repeated the process for the same keys in Certificate Authority

●
● Step 1. c -Then, I generated a certificate signing request called B-req.csr :
● I created and processed signing requests
● I generated a new certificate request, and I input some information with my identity info
● It ​signs the request with my private key



●
● Step 1. d - Here, I generated rootB.crt with the prickly-CA.pem

●
● Completed self-signature:

●

●
● After completing the keys and certificates, Ron and I exchanged our certificates, and I

viewed the certificate as text from Ron:



●
● Step 2. a - I extracted his public key.

●
● Step 4. a - I decrypted symkey.enc using my private key.

● Step 4. b - I verified Ron’s public certificate, andI got an OK. I know the certificate can
be trusted.

●
● I verified the message was from Ron, and I decrypted ciphertext.bin with the same

symmetric key.

●



● Step 4. c -Finally, I got the message!


